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Abstract

In August of 2004, the AEF Center published its AEF Center Information Technology (IT) Roadmap.  This roadmap was designed to meet the needs of senior leadership.  As such, it provided a broad overview of the various IT programs and painted a picture of what the future state should look like.  While this is a useful product for senior leadership, it failed to address a number of issues involving the performance of the network.  Addressing these issues should have been included in any IT Roadmap.  This project is intended to fill that gap and to suggest some specific network improvements, as well as providing a path for future improvements.  The AEF Center uses two different networks, on unclassified and one classified.  Because the primary network being discussed is classified, actual numbers and data are replaced by pseudo data.  This pseudo data is reflective of the actual data, but different enough that actual application and network capabilities can not be derived from them.  On the classified network, we log in to two different domains. We use thin clients on the classified network.  This improves security, reduces equipment maintenance, and simplifies network administration.  Server-based computing does increase network demands, and I explore the use of virtual memory management software to improve server responsiveness.  The installation of thin client management tools helps deliver on the promise of reduced network administration, and the installation of virtual memory management software improves the thin client experience.  I also explore various bandwidth management to improve the responsiveness of our primary applications and reduce the impact of recreational network usage.
[NOTE: Pseudo data is used throughout to eliminate the amount of sensitive data in the paper.]

AEFC Information Systems Strategic Plan

On 1 August 2004, the Air and Space Expeditionary Force Center, (AEFC, also known as the AEF Center,) published their Information Technology (IT) Roadmap.  This document was provided a list of the various applications in use at the AEF Center, and provides some near, medium, and long term IT strategies.  The IT Roadmap failed to address a number of issues involving the performance of the network.  The lack of information regarding our network infrastructure is a major flaw, as we have performance problems today, and cannot count on the suggested future states to resolve them.  This project is intended to provide the missing information, to suggest some specific network improvements, and to provide a path towards future network performance improvements.   
My Information Systems project is to perform a network performance analysis for the AEF Center at Langley AFB.  This plan would not duplicate the existing work, but would be a valuable addition to the work already done.  The intent is to analyze the systems and the network, to provide details on whatever problems are found, and propose network performance solutions for the near and medium term, (with the understanding that the outline for the future state is provided in the published IT Roadmap.) 

ADPE Inventory Baseline Process
Initially I attempted to establish a baseline for the hardware configuration, as well as collecting data on the network as a whole.  I had expected this to be the easiest part of the process, but reality intruded.  I discovered what many CIOs have discovered: that as IT costs have gone down; as IT needs continue to increase; and as purchasing authority has been decentralized, the organization as a whole has lost control over the IT purchasing process.  

The Air Force has regulations in place making the Communications Squadron the approval authority for IT purchases.  This process is meant to ensure accountability, to ensure compatibility with existing systems and to ensure items come with appropriate warranties (to control maintenance expenditures.)  The program works to an extent.  I was provided a copy of the AEF Center's ADPE Custodian Inventory Listing, which is a listing of the organization's servers, computers, and printers.  This listing is wrong.

The requirement for centralized control of IT purchases clashes with the desire to decentralize purchasing authority.  No longer to all purchases have to be done under government contracts.  If the purchases are under a particular dollar amount, they can be purchased using an organizational credit card.  The purchasing authority is $2,500, and any purchases over that amount must be done by the Contracting Squadron using the government's formal procurement process.  A unit now has a choice: A) buy an IT device using the slow and cumbersome approval process through the Communications Squadron, or B) call up a vendor directly and purchase it on the unit credit card.  

Computers should be purchased through the communications squadron, for reasons previously mentioned.  The Communications Squadron has the ability to enforce this by limiting network access at the Media Access Control (MAC) address level.  They could also monitor the network and validate the networked equipment against the ADPE Custodian Inventory Listing.  And they could perform Staff Assistance Visits, inventory the equipment, and add it to their ADPE accounts.  For whatever reason, (politics, manning, inertia, or ineptitude,) the Communications Squadron has chosen not to take any action.

The lack of proper inventory accounting has dramatic implications for the budget.  A typical company depreciates capital assets over time and replaces them when their depreciation approaches zero. Capturing these numbers is one of the functions of double entry accounting. Through the use of double entry accounting, we can know exactly how much a company's assets are worth and when they need to be replaced.  This ensures assets are replaced before they become a maintenance nightmare, thereby controlling the number of personnel required and reducing overall costs.

The government, of course, doesn't use double entry accounting. Instead they start at the beginning of the fiscal year with a set amount of money and spend that money down to zero. Financials are not carried over and assets are not depreciated.  Therefore the enterprise doesn't know what its assets are worth and when they must be replaced.  Because of inadequate accounting practices, the government instead relies on the accuracy of its inventories.  For computers, the organization might budget to replace its computers on a five year schedule, or 20% per year. If the inventory is off, the budget is off. If the computers don't get replaced, then their average age begins to climb, and they begin to fail more often, cost more to fix, and require more man-hours of work. But manning is also based to some extent on the inventory. Therefore an incorrect inventory can cost the unit 1) money, 2) time, and 3) personnel.  Of course correcting this is somewhat outside the scope of this paper, but as it is tangentially related, I'll mention it anyway.

We have over 200 people working at the AEF Center, some with two computers at their desks, but the inventory shows only 29 computers. Eventually I happened across a secondary listing of ADPE equipment.  It turns out that some equipment was specially purchased for the AEF Center out of a headquarters ADPE funding source.  Because of the unusual funding source, this equipment is reflected on the headquarters ADPE inventory.  Bumping both inventory listings against each other still failed to account for all the equipment.  The base ADPE inventory system only accounts for equipment purchased through them, but fails to capture equipment purchased by higher headquarters, while both systems miss equipment purchased at unit level.  

 The Communications Squadron has lost all control over the peripheral devices connected to the network.  No one has any idea where all the scanners, PDAs, thin clients, and local printers are.  Networked printing goes through a print server, so theoretically the Communications Squadron should be able to bump the list of networked printers against the ADPE Inventory, but that is never done.  Also, if someone has a special purpose printer connected to their system the Communications Squadron has no way to know about it.  

The unit ADPE Custodian Inventory Listing is not the only system used to track IT inventories.  The network backbone is owned by the Communications Squadron, which owns all the routers, bridges, switches and hubs in the building.  Those devices do not appear on our listing of ADPE equipment because they are not on our account; but they do appear on the Communications Squadron account.  Interestingly, the thin clients we use on our desktops were purchased by higher headquarters and do not appear on any local listing of ADPE equipment.  
AEF Center ADPE Inventory
Despite the initial difficulties, I was able to determine the AEF Center has ~250 workstations, ~180 thin clients, and 17 servers, with four additional servers to be installed at a disaster recovery site.  The seventeen servers are divided as follows: 2 servers are unclassified web servers, residing with the 1st Communications Squadron; 1 server is an unclassified file server; 1 server is an unclassified print server; 1 server is a database server, residing with the 1st Communications Squadron; the remaining 12 servers are file servers, print servers, web servers, and application servers.  The four servers to be installed at the disaster recovery site are all application servers.  I am not able to provide the numbers and types of switches and routers, as this is considered to be sensitive information.

ADPE inventories and long range strategy.
So what does all this have to do with developing a long range strategy?  The lack of strong management controls limits centralized control of the network.  A few---but by no means all---of the workstations are locally accounted for, while the thin clients and a number of workstations are accounted for by higher headquarters.  Without proper and adequate inventory management controls, it is impossible to develop an accurate baseline.  This lack is reflected in certain network deficiencies, which will be expounded upon later in this plan.  The best the network engineers at the communications squadron can hope for is a close approximation, which turns out not to have to be good enough.  

The lack of a central point of contact for network information makes data collection more difficult.  This is not a showstopper by any means, but it does present a number of challenges.  I had to follow the trail of bread crumbs from one office to another, eventually finding the one person to provide me with the necessary information. Even then, the information is often inaccurate.  I worked on this project for three months when I found out---entirely by accident---about the higher headquarters inventory listing.    This is no way to run a network.  Because of the poor quality of the inventories, it is impossible to develop an accurate baseline.  Network Engineers must overbuild the network to account not only for future growth, but for systems and equipment they know nothing about.  If they guess wrong, the result is a poorly performing network infrastructure.

Security Restrictions and the Use of Pseudo Data
Due to security restrictions, I am unable to provide precise information about the state of the network.  Most people don't know what is classified about the Secret Internet Protocol Router Network (SIPRNET.) Some supposed experts assumed everything about the network was either classified or sensitive. Ridiculous, as the name itself tells you much about the network. 1) It uses Internet Protocols on the software side; 2) it uses standard networking hardware on the hardware side; 3) it is SECRET, and therefore encrypted. I even found the person who designed the network configuration, but he wouldn't discuss it with me, saying the network configuration is classified. 

In the Navy, when someone can't be bothered explaining the reasoning behind a policy, or when they don't know the answer, they simply say "It's the Captain's policy." It is not supposed to be an answer, but it is supposed to make you go away. Similarly when someone tells you the network design is classified, even though it is based on open protocols and hardware designs, that person just doesn't want to talk to you. I suppose it was partly the way I approached the issue---I did mention I wanted to look into segmenting the LAN to move the traffic from one bandwidth intensive application into a single part of the network. Never mind that the application in question was designed after he built the network---he may still have taken it as a judgment on his skills as a network designer.

Eventually I found a Sergeant from Information Assurance who told me much of what I had already assumed was actually true---the the protocols and design of the network are unclassified. Many of the configuration specifics, such as IP addresses, are classified. Network capabilities, such as bandwidth, are also classified. Any network statistics about specific applications residing on the SIPRNET are either classified or sensitive.  Finally, I discovered the entire SIPRNET for Air Combat Command is centrally managed; the base level communications squadron simply maintains the network, but network configuration is centrally managed and approved. Fortunately those people also work on my base. Unfortunately, they are hard to get to. Knowledge is power, and they don't like to share.  
Active directory and the law of unintended consequences.
Perhaps this is a good place for a minor digression. I asked why no one had implemented Active Directory on the SIPRNET, especially as some of the servers have been upgraded to Microsoft Server 2003. It turns out they can't, because all the local domain servers are named the same. When the instructions were sent out about how to set up the local domain servers, they were step by step instructions designed so even an untrained person could get the server up and running. One of the instructions said to name the server something like "ABCD123." So everyone did. Whoever wrote the instructions never guessed that all the local domains would ever become part of one giant, centrally controlled network. Now they have to go through a wholesale network upgrade and rename every server on the network. This lack of foresight directly affects every SIPRNET user on our networks today.  We log on using group accounts instead of individual accounts, as that is the easiest way to manage groups of people, all with the same access and system permissions.  With Active Directory everyone has an individual account, and everyone is then assigned to particular groupings of permissions.  Because we don't use Active Directory, we cannot make use of its strong auditing provisions.  I'm sure creating a step-by-step instruction and failing to create a proper server naming convention seemed like a good idea at the time, but the law of unintended consequences took over.
Network Description
The AEF Center has two separate IP networks: classified and unclassified.  The unclassified network is a standard, run-of-the-mill client/server network utilizing workstations, switches, routers, and servers.  Much of the maintenance and management activity takes place on this network, and primarily involves the workstations.  Nothing unusual there.  The AEF Center personnel, however, spend the majority of their working hours on the classified network.  In some respects this network, (known as the Secret Internet Protocol Router Network, or SIPRNET,) is nothing special either.  It uses standard Internet technologies, but overlays them with powerful encryption.  The AEF Center logs into two different domains on SIPRNET.  The majority of users connect to SIPRNET through a thin client, utilizing Citrix Metaframe and Windows Terminal Services.  A few people, due to the intensive data processing they do, use workstations instead of thin clients.  This prevents their workload from monopolizing the server, allowing the rest of the people, using standard office productivity applications, to utilize the server.

Our thin clients are provided by Wyse and use the CE operating system.  Wyse also offers thin clients using Linux and Windows XP Embedded.  Using the Linux operating system requires using Linux compatible applications and servers.  Windows XP Embedded is a good choice, as it provides the ability to support a larger variety of peripheral devices.  Unfortunately, Windows XP Embedded has to be patched quite often to maintain its security, and is vulnerable to viruses.  Unlike a workstation, simply performing a cold boot clears the virus by reverting to the original operating system stored in firmware.  Still, no one writes viruses targeting Windows CE, making it a more secure choice.  [NOTE: while this was true when written, recently a CE specific virus has been released.  Since thin clients don’t have floppy drives, and since their USB interfaces should be locked out, the chances of a virus infecting the system are small, and since virus infections can be cleared by a simple reboot, they are not as problematic as a virus on a desktop system.]
Logging in to the Wyse thin client brings up a log in screen.  From the login screen we choose one of two domains.  The Wyse client is connected to a layer 3 switch; if we choose Domain A, we are pointed to the domain controller located in the 1st Communications Squadron's Network Control Center.  If we choose domain B, we are pointed to a backup domain controller located in our own server room.  Once the domain controller authenticates the user, all transactions are controlled through a dedicated terminal server for each domain.  

We can log in to more than one domain at a time.  The first time we turn on the Wyse thin client, a log in screen opens up.  Once we are logged in to one domain, a series of keystrokes, (Control/Alt/End,) brings up the log in screen again, allowing us to connect to the second domain.  Once we have both domains up, a series of keystrokes, (Control/Alt/Down Arrow,) allows us to switch between domains.  Although this capability is limited, sometimes we can copy information to the clipboard in one domain and paste it from the clipboard into an application on the second domain.  

Thin clients and server-based computing.
The Wyse thin client contains a relatively small amount of memory, and all of it is volatile, (except for the operating system, which is contained in firmware.)  The Wyse box displays the current screen only; the actual applications are all run off of the terminal server, which draws the screen and sends it to the Wyse thin client.  The thin client contains a graphics processor sends the screen to the display.  Powering down the thin client clears the memory, which reduces the amount of classified storage space we have to maintain.  If we were to operate using workstations, we would have to have removable hard drives, which would require more safes to store them in.  Mishandling of the hard drives causes increased breakage and a higher workload for our systems managers.  Workstations use more electricity and generate more heat, increasing the load on the infrastructure.  The thin clients use little power, need no active cooling, are quiet, are virtually maintenance free, and are more secure.  (David, 2002). 

Thin client operating systems.
We use thin clients from Wyse. Wyse builds thin clients with four different operating systems: Windows CE, Windows XP, Linux, and their own proprietary OS. Their proprietary OS is used for appliances; Linux is used for appliances and Linux compatible software; Windows XP is the most adaptable and expandable OS, but also requires the greatest administration and presents the greatest security risk; Windows CE is secure, allows the use of standard Windows applications, and requires little administration.
While the release of Windows XP Service Pack 2 got all the press, Microsoft released version 5.0 of their Windows CE operating system at the same time. This operating system has some additional features that make it especially attractive. 1) Fast Boot. Windows CE 5.0 devices boot four times faster than before, and they already booted much faster than PCs.  2) ICA 8.01 (see NOTE below) also offers file, multimedia, image and flash acceleration, increasing productivity; ICA 8.01 also improves session reliability and will auto-reconnect. 3) Internet Explorer 6.0 is built into the thin client. 4) Improved graphic processor allowing screen resolutions up to 1600 by 1200. 5) Improved security, with software components set to high security by default. 6) Support for 128 bit encryption.
NOTE: ICA 8.01 is shorthand for Citrix Independent Computing Architecture. It is designed for Terminal server environments using Citrix Metaframe. Using ICA, only screens updates, keystrokes, and mouse inputs traverse the network; the program logic remains on the terminal server. (Wyse, n.d.).
Upon hearing of the release of Windows CE 5.0, I began to think about a number of things. First, was it possible for different versions of Windows CE operating systems to coexist in a terminal services environment? While it is true different Windows operating systems can log in to the same domain, (we have some systems running Windows NT 4.0, some running Windows 2000, and some running Windows XP---all on the same domain,) it was not clear the same thing would be true of the terminal services environment. 
Thin clients and terminal services.
In terminal services, the thin client basically processes input/output. The mouse and keyboard inputs are sent to the server; the server maintains information about the state of each user session, processes the inputs accordingly, and presents the graphics output to the thin client. The thin client's graphics processor sends the output to the screen. This means the bulk of the work is performed by the server, but it also means the thin client operating system is even less of a factor than in a standard workstation environment. The terminal server doesn't care what the operating system is as long as the thin clients have the same input/output protocols.
Once it was understood that thin clients with differing versions of the Windows CE operating system could coexist and connect to the same terminal server, the question of whether to make the switch became less important. Since the OS is in firmware, and since firmware updates are infrequent and seemingly unnecessary, the whole issue of which version of Windows CE to use is almost a non-issue. This is counter to the practice of IT shops in a workstation environment, where support issues drive the wholesale deployment (or non-deployment) of new operating systems. It is a nightmare for an IT shop to track and maintain multiple operating systems. (Ever work with a Windows 95 machine lately? Nothing works the same, and your hard-won skills are almost useless.) 
Unless someone presents a compelling business case for the wholesale upgrade to Windows CE 5.0, my recommendation is that the upgrade to Windows CE 5.0 be done through attrition. And as we currently replace perhaps 5% of our units per year, this is a cost-effective strategy.
Various issues involving thin client computing.
After immersing myself in the world of thin clients, and after investigating the way they are used in our network, I began to ask myself a series of questions.  First, if thin clients are so great, why doesn't everyone use them? Second, is it possible to mix thin clients, or do you have to settle on a particular vendor? Third, if you begin using a thin clients management software are you locked into that vendor, or can you use thin clients from different manufacturers?

I first began by looking for other thin client manufacturers. It turns out that any number of people make them. (Sub, n.d.).  If you limit yourself to the Windows CE devices, the feature sets are similar and they seem to all use the ICA and RPC protocols. So what is the difference?

It appears that most manufacturers, including Wyse and Neoware, use proprietary extensions to Windows CE. (Wyse, n.d., EON, n.d.). I originally thought that one purpose of these proprietary extensions was to lock out other vendor's products. It turns out this is not the case. It is possible to mix and match different vendor's products, but when you do so you end up having to run different versions of thin client management software. This increases the complexity of the installation and management, and may undercut the rationale for moving to thin clients.

If you only read white papers from thin client vendors, it is difficult to see why we all don't use thin clients. But while a market does exist for thin clients, they haven't captured the market. It turns out all manner of problems exist.  First, the type of applications you run may determine whether you have a successful thin client deployment or not. I spent some time trolling the forums at Thin Planet, <http://www.thinplanet.com/community/boards/search.asp?board=all&search=New>. One of the common themes is that for standard Office applications, thin clients work fine. If you are using Access databases, you can expect significant server difficulties. 
 While they don't make the general statement, this probably applies to databases in general. The math behind the relational database is quite intensive; for some time, the amount of processing power required kept relational databases out of the market. If you are going to run a database on your terminal server, the server needs to be quite powerful to handle the workload---or you can hand off the workload to a database server. Either way, the complexity of the installation goes up.

It is this installation complexity that has kept the thin client out of the mainstream. A thin client installation relies upon a robust network infrastructure and high powered servers. The costs of maintaining a network with a mix of thin clients and PCs is high, as high as if you had all PCs. But the cost savings touted for a network consisting only of thin clients don't seem to materialize in real life due to the increased need for powerful servers and network storage systems. Furthermore, PCs are by their very nature adaptable. Thin clients are limited. It is possible to avoid these limitations by adding accessories such as CD drives, wireless connectivity, and even hard drives---so why not simply buy a PC in the first place? (Berinato, 2001).  In fact, these reasons are why we continue to utilize PCs on our unclassified network.  Were it not for the security inherent in thin client technology, we would likely still be using PCs on SIPRNET.
Network Description and Performance
We operation 100Mhz to the desktop, with a dual 1Ghz, full duplex backbone to the server room. We run fiber to the switches, then UDP to the desktop. The rationale for this is that UDP is simpler & cheaper, both to install and maintain. Fiber is more fragile, and we don't have people trained in its installation and repair. In addition, our thin clients don't support fiber connectivity, and the cost of media converters for 180+ devices is a non-trivial expense.
The SIPRNET base backbone capacity is classified, as is the bandwidth of our connection to the base backbone. Our internal network, as well as the base backbone, utilizes the Ethernet protocol. Ethernet is a contention based protocol. Contention based protocols work great at low capacity. As the amount of traffic rises, the number of collisions will increase. These collisions occur infrequently when bandwidth utilization is below 40%. At around 40% utilization, commercial providers begin planning to upgrade. At around 50% bandwidth utilization, the number of collisions will have risen dramatically, and the network will seem noticeably sluggish.
The SIPRNET bandwidth utilization of our base backbone connection is about 53% during our peak hours, which run from about 09:00 to 16:00 EST. During this time period we have a lot of traffic coming from external users hitting our servers, plus we have 200 of our own people hitting those same servers and utilizing other SIPRNET network services as well. The end result is that our limited bandwidth capacity is causing increased response times during peak hours. During off-peak hours the network utilization runs between 20 and 30 percent, and response times drop significantly.
For an external user, a specific database query performed during peak hours will take over a minute to complete; because this is a network communications issue, the computer will not display the hourglass, and the user sometimes stops and starts the query again. This adds to the network congestion. The same external user, performing the same database query during off-peak hours will find the query results display in just under 30 seconds. 
In the short term, these problems will improve slightly. The AEF Center building was damaged during hurricane Isabel, and is scheduled to be renovated soon. Our servers will be moved to a new building, but will keep the same size data pipe. Our people will be spread across three different buildings, so our servers will not have to share network connectivity with all 200 workers.  In the medium term, the servers will be moving to the Air Combat Command's Network Operations and Security Center. This is a hosting facility with several fat pipes, so network connectivity to the servers will not be a problem. By the time this happens, the AEF Center will be back in its newly renovated building. With the network connection no longer clogged with external users hitting the application servers, users will find their network response times much improved. 
Planned moves to hosting centers.
We already know that eventually many of the IT applications we currently host within the AEF Center will be moving. The medium term solution is to move them to the MAJCOM hosting center, or Network Operations Support Center, (NOSC.) The long term solution, in accordance with the AEF Center's IT Roadmap, is to move them under the Global Combat Support System-Air Force (GCSS-AF.)  "AEFC databases and applications should be hosted on the GCSS-AF Integrated Framework (IF), a large, powerful web/database server farm where many AF-level applications reside simultaneously." (Appendix A).  I've changed the terms here---the original IT roadmap called for the move of the application servers to the NOSC a near-term solution, but the completion of the infrastructure upgrades continues to be pushed further and further into the future, to the point that they no longer forecast a completion date. Clearly, this is no longer a near term solution, which is why I now call this a mid-term solution.

Let's examine the numbers. During peak hours, our current bandwidth utilization runs about 53%. During off peak hours this drops to 20-30%, averaging about 25%. It might seem logical to subtract 25 from 53 and arrive at a figure of 28% bandwidth utilization for AEF Center employees. This would be inaccurate. The largest number of Air Force people, including civilians, is in the United States. Thus we see quite an increase in external users hitting our application servers during our peak hours. This drops off dramatically once we get past 1700 hrs Pacific Standard Time. Our forces in the Pacific, in Southwest Asia, the in Europe simply don't have the same numbers of users, so the numbers of server hits declines as well. It turns out that better than 35% of our traffic during peak hours comes from external demands upon our application servers. Once we move our servers to an external hosting center, the AEF Center employees will utilize, at current demand, slightly less than 20% of our total connectivity to the base backbone. 
Network upgrades - infrastructure and bandwidth management.
With our total WAN bandwidth capacity on our secure network running at 53%, with a high number of collisions, it is clear we need greater bandwidth. Unfortunately, there are no spare cable pairs available, and the network infrastructure upgrades are quite a ways from completion. We need to devise a solution now, rather than waiting for some future date when the application servers will move out of the building, or when the infrastructure will be upgraded. Our applications continue to improve, and reliance on them continues to increase. We can expect network congestion to increase to the point that our servers will simply be unavailable to users from time to time. Already, performance is sluggish, with our WAN connection being a significant bottleneck. 
Centralizing applications in a hosting center resolves some problems, but creates others. Moving the application servers to a central hosting facility means that much of what is now LAN traffic becomes WAN traffic. Central hosting makes sense for a number of reasons, but it imposes significant increases in communications costs. We will not bear those costs ourselves, so we can safely ignore them. Although our application servers are available to external users, the AEF Center is responsible for nearly 50% of the network traffic. This traffic is currently kept within the LAN, but once the application servers move to a centralized facility this traffic will be moving across the WAN. As a result, our bandwidth usage, based on current traffic patterns, will remain nearly the same. Bandwidth management is then not only a near-term solution, but also a long-term one.
We cannot count on current traffic patterns staying the same. We can expect to maintain traffic growth of "two-digit per annum…from bursty LAN-based applications" into the foreseeable future. (Rybczynski, 1998). As an example of this, I'd like to examine the AEF Center's disaster recovery plan. We have plans to install four backup servers at an alternate location. Keeping the data synchronized between these servers will impose additional traffic on the WAN. The AEF Center IT Roadmap fails to mention our disaster recovery plans and the impact supporting these servers will have on our IT environment. In addition, as our applications become more important to the way the Air Force does business, the traffic increases. Eventually we add additional functionality, increasing traffic still further. The need for bandwidth management is clear.
Bandwidth management solution.
An IEE publication, "A Survey and Measurement-Based Comparison of Bandwidth Management Techniques," indicates one of the better commercially available bandwidth managers is PacketShaper by Packeteer. (Wei, 2003).   PacketShaper provides visibility into network traffic and a wide variety of approaches to controlling bandwidth. This allows mission critical activities to continue while limiting the impact of non-mission critical and recreational traffic. PacketShaper supports compression; while we have determined this not to be not essential at this time, but gives us the option of enabling it in the future as bandwidth needs rise. Based on the PacketShaper Data Sheet, model #8500 provides the support for dual Gigabit Ethernet over fiber and provides the best mix of capability and value. (Application, n.d.).
Virtual memory management solution.
Our current secure LAN uses Wyse thin clients running the Windows CE OS. We use Windows Server 2003, with Terminal Services activated. We also use Citrix MetaframeXP, an older version of the Citrix Metaframe Presentation Server family. Citrix Metaframe products enable remote access to centrally managed application servers. In combination with Windows Terminal Services, this enables our Wyse thin clients to access application on the server, making it appear as though the applications were running locally. 
Unfortunately, neither Citrix Metaframe nor Microsoft Terminal Services properly manage virtual memory in a distributed computing environment. What happens is that every time an application is opened, it occupies a unique memory location. If 30 people open one of our custom database applications, there are 30 copies of that application in memory; each user interacts with the copy they opened up. Managing this virtual memory is computationally intensive, and the constant disk access slows performance. The addition of Wyse Expedian solves this problem by allowing multiple users to work from one instantiation of an application. This either improves server performance by 30%, or allows a server to support 30% more users. How many $500 upgrades provide that kind of return? (Optimizing Microsoft® Terminal Services, 2003).
Thin client management solution.
Thin clients differ from workstations in many ways, not least of which is that the OS is resident in firmware. This makes the device relatively immune to damage from viruses. It also allows for the ports to be locked down in firmware, preventing anyone from adding external devices. It is possible to get around this by reprogramming the firmware, then installing the device on the network. Or perhaps a device is installed on the network without having its firmware updated for that organization's particular use. If either of these occur, security is compromised. Of course thin clients are not immune from problems, and occasionally firmware updates might be necessary to provide additional functionality or to correct problems. While this occurs infrequently, the knowledge of how to update the firmware on thin clients are nowhere near as widespread as the skills for keeping PCs updated.  On the other hand, it turns out that updating firmware is quite simple using the thin client management tools from the manufacturer, and much simpler than creating and maintaining a master image of a desktop hard drive.  
Wyse Rapport software enables remote management of the Wyse thin clients. It allows technicians to remotely monitor the condition of all their clients, to remotely push firmware updates, and to maintain default device configurations. In the case of a failed device, technicians are able to remotely reload the firmware without visiting the client. The default configuration would be checked at device startup, and if the device configuration has changed, the software automatically loads the default configuration. This solves the major security problem, as users don't have the ability to introduce security holes into the network. All this functionality comes pre-installed on all but the oldest Wyse thin clients.  The Rapport server application is available for a reasonable cost of approximately $500 for a single processor server.  For little more than the cost of one additional thin client, the organization can improve security, simplify thin client management, and provide a limited remote maintenance capability. (Wyse Rapport, 2004).
Disaster Recovery Plan.
The AEF Center is in the process implementing a disaster recovery plan. The need for this became apparent last year during Hurricane Isabel.  Langley AFB is surrounded by the backwaters of the Chesapeake Bay, and our building is right next to the marina.  Our recently renovated building was flooded.  Our servers went off line and stayed off line for quite some time, and the Network Operations Center basically shut down.  We deployed ten people to another base, but since the communications needs and space requirements had not been coordinated beforehand, they spent their entire time just as cut off as anyone who stayed behind.  The after-action reports made it abundantly clear that the AEF Center needed to be able to relocate and continue operations unabated.  It was determined that four core applications needed to remain operational.  Four new servers were purchased, and are awaiting installation at an alternate location.  Once these servers are operational, we'll be able to take our thin clients to a predetermined base, connect to SIPRNET, and point at the IP addresses of our alternate servers.  The need to keep the data synchronized between  our main and our backup servers will require additional bandwidth; currently we can manage this by synchronizing at night, when bandwidth demands are less.  
Data warehouse.
One of the most dramatic IT projects the AEF Center is developing is a data warehouse.  Previously, data was spread out between several different databases.  The data warehouse integrates data extracts from these different systems, allowing the data to be linked in ways that currently can only be done manually.  Of course, feeding the data warehouse is an important task, and must be performed daily.  The data extracts from some systems can be automated to some extent, but the complete process of pulling the data and adding it to the data warehouse is and will remain a manual process, as security concerns limit the ability to fully automate the process.  If automated, the process could run at night.  Since feeding the data warehouse is still partly manual, it must be done during working hours.  We are managing the bandwidth demands by bringing in people a couple hours early, allowing the updates to be done prior to the time the majority of people begin working.
We could not implement the data warehouse at our current location.  Our infrastructure is inadequate.  We do not have the power capacity, our power backups are too small, and we can barely keep our server room cool as it is.  The near-term solution had been to install the data warehouse in the Network Operations and Security Center, (NOSC.)  Unfortunately, the upgrades to their infrastructure kept being pushed further and further back.  Once the equipment was delivered and the database warehouse design was complete, the decision was made to install the data warehouse in the Network Control Center, (NCC,) belonging to the 1st Communications Squadron.

Installation of the data warehouse took place in August, and it has been in production, (meaning live,) since then.  As users have become more reliant on the data and more adept in its use, the communications requirements have increased.  Specific bandwidth numbers are classified, but the bandwidth utilization rates jumped several percent from July to September, crossing the important 50% bandwidth utilization point.  As you might expect, the number of network collisions increased considerably as well.  This suggests the addition of the data warehouse contributes significantly to our network congestion.  

Currently most of the database systems which are used to feed the data warehouse reside outside the AEF Center.  The data warehouse itself resides outside the AEF Center.  Every data upload and download runs through our connection to the base backbone.  We cannot avoid the fact that the data warehouse, as useful as it may be, is having an adverse impact on the ability of the AEF Center to communicate with the outside world, and for the outside world to make use of our application servers.  Clearly we must install our application servers somewhere outside our building, or we must take steps to increase or manage our communications bandwidth.

Moving the applications servers.
The original near term solution for our application servers, as well as the data warehouse, was to install them in the Air Combat Command NOSC.  The infrastructure upgrades to the NOSC were originally scheduled to be completed at the end of 2004, allowing our equipment installation to take place in the Spring of 2005.  Now they have no projected completion date.  This changes things considerably.  Our near term solution is looking more and more like a medium term solution.

As our near-term solution is stretching into the future, and as the 1st Communications Group's NCC is approaching maximum capacity, perhaps we need to think about the possibility adding additional communications capability.  Unfortunately, this option is not open to us.  The current communications cable has no spare fiber pairs.  A project is currently underway to add several additional conduits through which multiple large fiber cables can be pulled.  The additional fiber cables will dramatically impact the communications capability of the base.  This does not look to be a near term solution, however, as the conduits must be laid in, around, and under existing infrastructure.  This is a long, slow process, and will not be completed anytime soon.  Once the cable lays are finished, much work remains to be done.  For that reason, we should not pin our hopes on an increased communications capability.

The near term solution, then, involves some form of bandwidth management.  In our environment we are not interested in caching, as much of our communication involves unique data views.  We are also not interested in firewalls, as we already have adequate firewalls at the network boundary; nor are we interested in Content Filtering.  What we are really interested in is rate limiting, packet shaping, and compression. (Knight, 2003) 
Rate limitation and packet shaping.
Rate limiting is an older technology, and throttles usage based on the protocol, the interface, or the user.  Today many different applications share the same protocol, which is where packet shaping takes over.  Packet shapers look inside the packets to determine which applications are generating the traffic.  They then throttle the traffic based on predetermined priorities.  On-the-fly compression may also be used to increase available bandwidth; best case scenarios may yield a 9:1 compression ration, but real world results on the order of 3:1 compression are more likely.  All these technologies can be used to improve communications performance in an environment like ours. (Accelerating Network Applications, 2004).  As a practical matter, rate limiting and packet shaping can be implemented using a single device at the WAN link, ensuring all inbound and outbound traffic runs through it.  Adding compression requires another device at the far end of the link.  Therefore the only two practical technologies for our use are rate limiting and packet shaping.

In our situation, it is possible that adding compression on top of an encrypted signal may impact the timing required to decrypt the signal and thus negate any improvement.  Real time encryption is dependent upon regularly spaced timing signals.  Anything that holds up the transmission and reception of these signals makes the resultant transmission unreadable.  Thus we would not want to have equipment between the encryption devices that processes the data in anything other than real time.  
A couple years ago I ran into a real world example of this problem while working for NATO.  Several low bandwidth encrypted circuits needed to be multiplexed into a single high bandwidth transmission.  Our network engineer made it clear that we could only use a time-division multiplexor.  Using a statistical multiplexor, in which the amount of time given to a particular circuit varies based on the amount of traffic carried over the circuit, would destroy the regularity of the timing signals and result in an unreadable signal.  The risk of generating unreadable data can be mitigated through proper circuit design.  In the NATO example, one solution might have been to multiplex the signals together first, then run the resultant signals through a high-speed bulk encryption device.  In the AEF Center example, we would simply encrypt the compressed signal instead of compressing the encrypted signal.  This ensures that the compression, which takes as varying amount of time, does not affect the regularity of the timing signals.  However, as we are looking for a bandwidth management solution that can be implemented within our facility, using compression is currently not an option.  But should our bandwidth demands continue to rise, we may eventually come to the point where we need to utilize compression to maintain IT performance.

Conclusion

The AEF Center previously published an IT Roadmap for senior leadership, outlining the various systems and applications developed by and/or used within the AEF Center.  My report expands on the IT Roadmap by adding an analysis of the IT infrastructure.  After looking at the network performance statistics, it was clear that the organization had insufficient bandwidth for their current and future needs.  As an upgrade to the WAN link is out of the question, the answer lay with some form of bandwidth management.  The recommended solution was to install the PacketShaper model #8500 by Packeteer.  This would provide the rate limiting and packet shaping bandwidth management solutions we need.  It also has compression capability, so if our bandwidth needs continue to grow and the programmed infrastructure upgrades don't keep pace, we can add another PacketShaper at the far end of the circuit and reduce our bandwidth by two thirds.  
Server-based computing has one major drawback.  Each user works from a different instantiation of the software in virtual memory.  If ten users have opened Microsoft Word, then ten instantiations of the software must be maintained in virtual memory.  Eventually this load limits the speed at which the server works, inducing a noticeable performance hit.  The solution is to install Wyse Expedia virtual memory management software.  This software reduces the reliance on virtual memory by allowing different users to interact with the same instantiation of a program. This can increase the server response by up to 30%, or allow 30% more users on the same server.

One of the drawbacks to this is the lack of good data, beginning with accurate equipment inventories.  The unit's equipment is spread across three separate inventories, none of which are entirely accurate.  Combining the three inventories into one still fails to account for all the equipment.  The lack of a good equipment inventory affects the ability of the network engineers to design, build, and upgrade the network infrastructure.  In addition, while the network performance statistics are useful in a general way, proper bandwidth management requires a thorough understanding of the applications residing on the network: their priorities, their protocols, their requirements, and changes in traffic patterns.  Fortunately the Packeteer PacketShaper has a monitoring mode which will develop a great deal of this data, and with proper prioritization a bandwidth management solution can be reached that will enable maximum utilization of this scarce resource.  Still, the AEF Center needs to regularly receive and trace network performance data down to the application level.  This will allow proper estimates of network performance improvements to be expected as applications servers move to hosting facilities, and will allow for an adjustment to the rate limiting and packet shaping parameters as required.  It will also enable us to predict if and when we have to begin compressing our data stream.
The AEF Center uses thin clients and server-based computing on its classified network.  This is done for security reasons, as the thin client has no memory storage capacity.  The thin client is also less prone to failure, and the CE operating system doesn't present much of a target to virus writers and hackers.  These advantages are not fully utilized as the AEF Center has failed to deploy and use the Rapport thin client management software that ships with the newer thin clients.  Installing and running this software would allow the deployment of a common firmware image that updated itself onto the thin clients at boot time.  The software also allows remote monitoring and management of the thin clients, reducing the need for site visits for each trouble call.

These are of necessity near-term solutions, yet they are relevant in the medium and long-term.  We must be aware that bandwidth requirements are always increasing.  Moving the application servers to an external hosting facility will remove external traffic from our link to the base backbone.  This may not be as much of an improvement as it seems, as application users from inside the building will be routed outward across the base backbone.  For some applications the move to external hosting will yield a net improvement in bandwidth.  But it may be that moving some application servers to an external hosting facility may actually cause an increase in total traffic through our link to the base backbone, as the AEF Center is the primary user of the applications.  Therefore the near-term solutions we offer will remain relevant into the future, while the option to install compression will remain a viable option.  
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1.  The Plans, Systems, and Education Division has created a “roadmap” for maturing and sustaining AEF Center developed applications/tools.  It lists the AEF, its problem domain, and the tools used to execute it.  In addition, it describes why the AEF Center started developing IT and the path ahead. 

2.  This “roadmap” describes the AEF systems environment and its relationship to Air Combat Command, the Air Force Portal, and the Global Command Support System-Air Force Integration Framework (GCSS-AF IF), including the organizations that provide support, either currently or in the future.  Ultimately, when AF Portal challenges are overcome, AEF applications will most likely migrate to the GCSS-AF IF.  Besides reduced cost, residing on the IF brings the added capability to provide an automated one-way data exchange from unclassified to classified.  
3.  This will greatly enhance our ability to make AEF information available to all airmen and AF/Joint associated systems.  The AEFC remains dedicated to assuring that automated systems continue to successfully execute the AEF.  Regardless who assumes AEF support applications development, the foundation for success has been built.  


ROBERT A. LALA, Lt Col, USAF
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INTRODUCTION

This AEFC Information Technology (IT) Roadmap will describe the AEFC “problem domain,” the current state of AEFC developed computer applications/tools, development/server hosting alternatives, and the eventual “end state” to support the AEF.  Along the way, Air Force development applications, architectures, and procedures will be addressed where they fit best.  

The AEFC IT applications/tools presented in this document are the AEF Tasking Order (AEF TO), AEF Online, AEF UTC Reporting Tool (ART), Expeditionary Combat Support System (ECSS), and Deployment Discrepancy Processing Reporting Tool (DPD RT).  In addition, the Deliberate and Contingency Planning and Execution Segment (DCAPES) inputs to and receives from the AEF systems.
The AEFC Problem Domain: what is IT’s role regarding these tasks?
The IT problem domain faced by the AEFC is to support AEF execution tasks.  “We make the AEF happen.”  The following table lists our key tasks and the IT systems that enable them.
	KEY TASKS
	IT Tools/Applications

	(1) Set the Rhythm–Setting AEF Battle Rhythm events & timetable
	AEF TO, AEF Online

	(2) Define AEF Organization–(currently 5 AEF pairs and Enablers)
	DCAPES, AEF Online

	(3) Guide Posturing–AF forces postured for Combatant Commanders
	DCAPES, AEF Online

	(4) Assess Readiness–Assessing general “health” of the AEFs
	ART

	(5) Check Requirements–sanity check of combatant commander reqs.
	DCAPES

	(6) Nominate Forces–Nominating/sourcing AF forces to fill reqs.
	ECSS, DCAPES, ART

	(7) Monitor Forces–Monitoring flow of forces to & from various AORs 
	DCAPES, DPD RT

	(8) Analyze–Analyzing facets of this AEF process/reporting analysis 
	DCAPES, ECSS, ART

	(9) Share Information–AEF advice, timelines, guidance, & policy
	AEF Online, AEF TO


System Enhancements “In the Works”

Individual Personnel Readiness (task 4) – A major enhancement will involve the collection of readiness data down to the individual airman.  AFMC’s Defense Readiness Service (DRS) will collect data regarding the deployment readiness of those airmen.  That data will then be moved over to the SIPRNET database and fused with existing ART data to provide a greatly enhanced readiness picture.  Also, force management functionality will be added so that schedulers and MAJCOM FAMs will have total situational awareness into the forces under their purview.

Faster, smarter scheduling (task 6) – The ECSS engineers are currently working the necessary algorithms to enable “auto sourcing” where a scheduler gets a recommended best fit UTC to fill a requirement.  
Unified AFWUS/AEF Library (tasks 6 & 7) – Slated for next major DCAPES upgrade, this capability will be crucial to smoother execution of the AEF.  The disconnect between the two current libraries causes a great deal of confusion and cross-checking by the deployment community.  Current development schedules indicate start date in FY06.

Web-enabling our sourcing data/AEF library status (tasks 6 & 7) – Need to share data about currently sourced forces via the web.  MAJCOMs are using separate tools to tell them “what’s already been tapped” and a robust set of web pages presenting ECSS data will eliminate the need for these MAJCOM tools.  
Deployment Discrepancy Reporting (task 7) – The AEFC has automated this process.  We need to make sure the troops we send to the fight arrive ready to go.  Automating this process allows us to track trends and identify deficiencies in the deployment process so that MAJCOMs can rectify current discrepancies and prevent future ones.

Analysis (task 8) – AEF analysis might be the one area that needs an infusion of IT more than any other.  The AEFC is constantly bombarded with requests for data to be fed into one analysis tool or another, such as Predictive Readiness Assessment System (PRAS) or AEF Capabilities Analysis Tool.  We must ensure our IT initiatives include the ability to answer the critical questions being posed regarding AEF planning and execution.  One tool that would greatly enhance that ability is a data warehouse.  Currently under development, the AEFC Data Warehouse will make historical data available to enable better dissection of the AEF process.

Data Visualization (tasks 8 & 9) – Our WebFocus effort will allow us to provide graphical, dynamic, web-based views of our data that other agencies can use for feedback, analysis, and decision making.  

Personnel In-Transit Visibility (task 9) – AF/LG, AF/DP, and AEFC/AEOXF ITV Cell are working solutions to track deploying airmen from the point they leave their base to the time they check in at the deployed location and redeploy back to home station.  Very often the AEFC is asked questions regarding deploying airmen and their current location.  A viable capability is needed to answer these questions AF-wide.  

WHY DOES THE AEFC DEVELOP IT?

Supporting the AEF

We couldn’t execute the AEF efficiently and effectively if ART and ECSS disappeared.  We also need a robust AEF Library.  The DCAPES process owners are planning to incorporate these capabilities so the “interim systems” can be retired.  However, that will take until the end of FY 05 or longer.  
In addition, AEF Online information could or should be displayed to Air Force personnel by the source systems (MIL-PDS/PIMR) we pull it from, but neither of these systems provide information to the Air Force in the AEF context.  The AEFC develops software because no one else does what we do and building AEF-focused functionality into AF standard systems is often very slow.

The Vision

Ideally, the AEFC would have no Information Systems Branch with programmers, systems administrators, database administrators, technical writers, software testers, configuration and requirements managers, etc.  AEFC would have control over the business rules that drive the functionality of and data behind a highly interoperable slice of a larger AF presence.  Our IT workers would be “content managers” and developing software would be a thing of the past.  Others would be using our data in real-time, and other related data would be fused into an AEF execution Common Operating Picture.  There would be no hardware to buy, no security plans to write, nor any programmers to hire.  Airmen would log onto Air Force Portal (AFP) and have access to every aspect of the Air Force information limited by privacy and security roles.  That’s a long way off, and there’s a lot of work to do between now and then.  

Refining AEFC IT Development; Necessary “Road Construction” 

There is “behind the scenes” construction needed to enhance AEF IT tools.  Some of it will provide no new capability, but is absolutely essential to ensuring future performance and expandability.  This slows us down a little in the short run, but will greatly smooth out the long haul.

Completing AEF database integration is the first “behind the scenes” task.  AEF Online, ECSS, and ART were initially developed by different organizations as separate, independent applications with different databases/designs.  AEF Online was initially developed by the ACC Comm Group, while one AEFC office developed ART on the SIPRNET, and a different office developed ECSS on the NIPRNET.  Although ART and ECSS now reside on the SIPRNET and use a common database, more work is needed to fully integrate the data.  The AEF Online team is designing the NIPRNET database to mirror the ART and ECSS database on the SIPRNET, minus classified data.  The goal is to have identical NIPRNET and SIPRNET databases and only extend the data structure to meet a need specific to one network or the other.  
The second task is to model all of the AEFC developed applications/tools.  This effort will model the requirements with the resulting diagrams and charts being incorporated into the comprehensive requirements and design documents.  This effort is essential to ensure these applications/tools are easily supportable for years to come.  Another byproduct is the source documentation it provides to any agency that should take over development and support for these applications/tools.

The third task is to refine AEFC software requirements management.  Requirements management was handled on a per application basis.  ART requirements for the current version were gathered at a conference of MAJCOM ART representatives.  ECSS requirements are approved by a working group of AEFC schedulers and Information Systems Branch personnel.  Initial AEF TO requirements came from the AEFC Commanders Action Group and the AEFC/CV.  A uniform approach is needed to bring more consensus, predictability, and stability to this process.  The AEFC Information Systems Branch will host an AEF IT Working Group conference prior to each AEF Steering Group conference.  The priorities, concerns, and recommendations can then fold into our Change Control Process for approval by the Change Control Board.  Ultimately, all software developed in the AEFC is a product produced by the AEFC/CC for the rest of the Air Force.

Finally, the NIPRNET AEF Online capability will be implemented on SIPRNET although it will have little wholly classified content.  These sites will be the single entry points for AF users (either NIPRNET or SIPRNET).  Once users sign in with an AEF password, they get access to AF-wide data based on their user role. 

AEF Server Hosting

The current situation
The AEFC depends on servers in two different buildings: AEFC Bldg 621 and the ACC Communications Group (CG).  The ACC CG owns the web servers containing the AEFC maintained web pages and AEF Online data.  The ART training (NIPRNET), ART, and ECSS (SIPRNET) databases are located in the AEFC.
There are some problems associated with using shared ACC CG web servers.  First, when they conduct routine work on those servers, they often don’t consider the potential effect to AEFC owned, Air Force-wide applications/tools.  AEF web tools have been “taken offline” for routine maintenance because most web pages on those servers simply provide informational documents to ACC staff agencies.  Second, the AEFC is hosting ever more applications with AF-wide impact.  Also, when a new tool is developed (like AEF TO), they must make sure that tool doesn’t affect other pages maintained on the server.  The ACC CG’s Command Web Team supports an AEF dedicated web server to enable the AEFC to more rapidly enhance and reliably provide the IT capability.  Having database servers located in the AEFC is even more problematic.  Whenever the AEFC network connection goes down or power goes out these applications are unavailable.

The near-term solution

AEFC systems should be hosted on dedicated server suites located in the ACC CG.  Each suite (single rack of equipment), one for NIPRNET the other for SIPRNET, takes advantage of the Comm Group’s robust (multiple entry point) connectivity, their redundant power capability, and ACC’s 24/7-manned Network Operation and Security Center (NOSC).  NOSC personnel can perform server re-starts at any time if that would clear up the problem.  AEFC Functional System Administrators will perform any “heavy” maintenance.

The ACC CG NOSC is currently facing an electrical power shortage that will be remedied by the end of 2004.  At that time (around the first of the year) we can relocate our hardware and have it ready for software releases in spring 2005.

The long-term solution
The AF Server Consolidation initiative and its main enabler, the Global Combat Support System–Air Force (GCSS-AF) is the next logical step.  AEFC databases and applications should be hosted on the GCSS-AF Integrated Framework (IF), a large, powerful web/database server farm where many AF-level applications reside simultaneously.  The benefit to GCSS migration is that these databases could share data easily, without performing time-consuming Internet transfers or contending with base-level firewalls to allow the data to flow.  Figure 1 details the current GCSS-AF IF logical architecture.
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Figure 1 GCSS-AF IF

The Air Force Portal (AFP) is the “presentation layer” for GCSS-AF; you sign-on and then gain access to every “portal enabled” application.  You can also tailor the look of your personal main page similar to commercial sites like “My Yahoo”.  Several applications are now available via AFP: Virtual MPF, MyPAY, and AFPC’s Assignment Management System to name a few. 
There are some unresolved issues with AFP.  The first is a non-role-based login (sign-on).  Access to AEF applications is based on the user’s role (access level).  Second is reliability.  The AFP Program Management Office is working through performance issues and endeavors to make it perform solidly.  These performance issues only affect applications hosted on the GCSS-AF IF.  For users taking advantage of sites that simply implement single sign-on, performance relies on the hardware and software specific to that system.

Where is the AEFC regarding AFP and GCSS-AF IF?  AFP and GCSS-AF IF only exist on NIPRNET for the moment.  We’re working to make AEF Online comply with the single sign-on architecture while getting the sign-on (login) to recognize roles.  If this challenge is overcome, we’ll most likely migrate to the GCSS-AF IF when the AEFC’s NIPRNET hardware suite becomes obsolete instead of replacing it.  If GCSS-AF IF is available and robust on SIPRNET, we’ll likely follow the same strategy.  Besides reduced cost, residing on the IF provides easier one-way data exchange from unclassified to classified.  This will greatly enhance our ability to merge the unclassified data gathered on systems like AEF Online and AEF TO into their classified counterparts.

The Impact from Headquarters AF, Joint, and Service Department Systems
There are several current and future AF and Joint systems that are using AEF data.  Among these are JFCOM’s Joint Event Scheduling System (JESS) and the Joint Staff’s Defense Readiness Reporting System (DRRS).  Air Force Systems include the Predictive Readiness Assessment System (PRAS).  In addition, the Army and Navy are inquiring about the Air Force combination of DCAPES, ART, and ECSS.

HQ AF/XOXW, the Warplanning Division has now taken the lead for strategic planning and  management of our systems under the Air Force War Planning and Execution Charter’s War Planning and Execution System Integrated Process Team (WPSIPT).  The chairmanship of the WPSIPT is the AFC2ISRC.  However, the AEFC will continue to plan/execute CCBs to ensure AEFC centric systems provide the functionality/sustainability that AF users need.  

Conclusion

The AEFC developed applications out of necessity because the AEF concept was not supported by existing systems at the time.  It continues to do so at present.  Over time these applications will be developed for the AEFC, allowing the AEFC to concentrate on its core capabilities.  In the near term the ACC Comm Group is the best candidate for this role.

Ultimately, when AF Portal challenges are overcome, AEF applications will most likely migrate to the GCSS-AF IF when the AEF’s NIPRNET hardware suite becomes obsolete.  When the GCSS-AF IF is available and robust on SIPRNET, we’ll likely follow the same strategy.  Besides reduced cost, residing on the IF brings the added capability to provide an automated one-way data exchange from unclassified to classified.  This will greatly enhance our ability to make AEF information (unclassified/classified) available to all airmen and AF/Joint associated systems.

The AEFC remains dedicated to assuring that automated systems continue to successfully execute the AEF.  Regardless who assumes AEF support applications development, the foundation for success has been built.  The wild card in this roadmap is the unknown impact of Headquarters AF, Joint, and other Service systems.  Table 1 summarizes where we are and where we’re going by process, application, or server.
	
	Current State…
	End State…

	AEF Servers
	Split between AEFC and ACC Comm Group, not located optimally
	Robust, AEFC-dedicated servers in Comm Group

	Change Control 
	Mature, repeatable, based on AEFSG, IT WG, and internal Change Control Board
	Same

	Web Presence
	AEF Online is “one stop shop” on NIPRNET/SIPRNET for all things AEF
	Single sign-on via AF Portal when mature role-based sign-on available

	ECSS
	Great tool for schedulers, but doesn’t share data and requires manual re-entry
	Add auto sourcing and incorporate in DCAPES (no manual re-entry)

	ART
	Limited to UTC level, still asks the field what UTCs we tasked
	Full view into postured forces, displays appropriate UTC tasking

	AEF TO
	Concept only, under development
	The tool for synching all AF processes with the AEF Battle Rhythm

	DPD RT
	Automated, web-based, collects data, tracks trends, identifies problems 
	Current capability plus enhanced reporting and analysis tools

	Analysis Tools
	Wealth of data but limited analysis tools
	Develop analysis tools based on business rules and using Web Focus

	Reporting Tools
	Wealth of data but limited reporting tools
	Develop report modules based using Web Focus

	Data Access
	Data Extracts pushed to external systems
	Web accessible XML tagged data available


ECSS - Expeditionary Combat Support System

ECSS, developed prior to DCAPES, is sustained by the AEFC Information Systems Branch.  It provides four unique capabilities to source forces:

1. Links to the AEF library–schedulers know what UTCs have already been nominated for sourcing (unavailable in DCAPES).

2. Displays UTC readiness data–displays real-time data from the AEF UTC Readiness Tool (ART).  Having ART data incorporated prevents schedulers from nominating UTCs that are not mission capable (unavailable in DCAPES).

3. Scheduler’s comments–schedulers can log events that enhance the nomination process and prevents them from “replowing the same ground” (unavailable in DCAPES).

4. Shortfall tracking–when a MAJCOM shortfalls a requirement, ECSS allows comments which track the nature of the shortfall (unavailable in DCAPES).

LIMFACS:  ECSS is only available to AEFC schedulers (not web enabled).  Currently it doesn’t “auto source” or provide rule-based “best fit” suggestions, and schedulers must enter the ECSS results into DCAPES (duplicate data entry).

ART - AEF UTC Reporting Tool

ART provides better situational awareness of our postured forces.  It provides the modular, scalable approach to AEF execution that SORTS does not.  ART supports the following:

1. Assess the AEF readiness – ART allows commanders and their designees to communicate their UTC’s ability to perform its MISCAP.  Much can be determined about readiness of AEF UTCs using stoplight ratings and commanders comments.

2. Sourcing forces – Schedulers use ART to source UTCs that are ready for the fight, and MAJCOM FAMs use ART to verify sourcing and manage shortfalls when a sourced unit has a last-minute change of status.

LIMFACS: The ART “Tasked to Deploy” field, where a commander indicates which UTC was used to fill a requirement causes confusion, because it may not line up with the UTC a scheduler linked to in the AEF library.  This is because neither DCAPES nor ECSS notify unit commanders which AEF library resource was selected to fill a requirement.  ART does not include Associate UTCs.

AEF Online

AEF Online is the AEF Center’s web presence (restricted to .MIL users).  It is the “one stop shop” for AEF information.  It provides the ability to create an individual user account, where deployment qualification can be presented at both the individual airman and unit commander’s level.  AEF Online has copies of all pertinent unclassified message traffic, policy, and guidance for AEF matters.  AEF Online supports the following tasks:

1. Promote AEF execution by sharing information 

2. Set the AEF Battle Rhythm – All information regarding AEF cycles, planning conferences, and rotation information is available

3. Define the AEF organization – It also has a feature where airman can print out an AEF ID Card that specifies which AEF they belong to (based on MIL-PDS data), and when that AEF is vulnerable to deploy.

4. Guide the posturing of AF forces – it contains a copy of the AEF library to promote even wider dissemination of this critical information.  It also contains these libraries in a single relational database making it easier to see the entire AEF in a single data view.

LIMFACS: AEF Online displays deployment readiness data to unit commanders via a set of pages called Commander’s Toolkit.  The data is pulled from medical readiness systems and MIL-PDS, but doesn’t include deployment critical training information, nor does it link individuals to the UTC slots they fill.

AEF TO – AEF Tasking Order

AEF TO is a web-based tool that was conceived to display AEF Battle Rhythm information.  It graphically shows the AEF cycle with time on the horizontal axis, and allows all manner of events to be juxtaposed against the major events of the AEF.  It is the only place on the web that will display major AF and Joint events within the AEF context.  AEF TO will fuse data from many sources to provide a coherent picture of the AEF. 

LIMFACS: AEF TO is still a prototype scheduled for further development by AFMC’s Standard Systems Group.

Appendix B
Planned Network Deliverables

Deliverables for the network analysis were intended to be some mix of the following, as required.  Unfortunately, these performance measures are classified, as they reveal specific systems capabilities, and point out system vulnerabilities.  As a result, the report is based on real data, but pseudo data is used.  This pseudo data reflects reality, but no exact correlation exists.  As a result, the report is unclassified.
1. Location connectivity diagram.
2. Capacity planning.
2.1 Total network bandwidth capacity.
2.2 Bandwidth required per application (or suite).
2.3 Linear projection, or extending growth patterns into the future.
2.4 Whatever simulations or benchmarking can be found/accomplished:
2.4.1 Average network utilization.
2.4.2 Peak network utilization.
2.4.3 Average frame size.
2.4.4 Peak frame size.
2.4.5 Average frames per second.
2.4.6 Total network collisions.
2.4.7 Network collisions per second.
2.4.8 Total runts or fragments (frame fragments resulting from a collision).
2.4.9 Total jabbers (Packets received that were longer than 1518 octets and also contained alignment errors).
2.4.10 Oversize packets (Packets received that were longer than 1518 octets and were otherwise well formed).
2.4.11 Drop events (An overrun at a port. The port logic could not receive the traffic at full line rate and had to drop some packets).
2.4.12 Total cyclic redundancy errors.
2.4.13 Nodes with the highest percentage of utilization and corresponding amount of traffic.

Appendix C

 
� Thin Planet is a site devoted to promoting thin client technology.  The posts I originally referenced were no longer there when I went back for the reference.  Presumably the site moderator deleted the less flattering posts.
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